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128 64 32 16 <- write this in the margin FIRST

binary -> decimal: 1100 0000 = 128+64 = 192 (2026 g1)

hex -> binary: Ox2F = 0010 1111 (4 bits per hex digit) (2023 12)
binary -> octal: 00 101 111 =0 5 7 -> 057 (3 bits per octal digit)
decimal-> hex: 200 = 1100 1000 = C8

hex: -9 AB CD E F = 10 11 12 13 14 15

.N1'N22 [0 — CCNA -2 N9 'DUPIN N0 3 = HOPIN N0 4 = hex

NNX N0 ,NIYRY YI2IX — NINYN-NN .2 I

n2aIvnn 2lv'nn NoNWN

52026 - N1 2023 14 2-2* - N0 4 = 28-32 /28-2 D'NINN

52026 NNK 902 62 ,255.255.255.192 /26 - NI'D 2+ —» 2> =4 NI Y2INY /24

012023 255.255.255.192 15w NI'o 26 /26-N N20N
012023 0.0.0.63 Nd0N - 255.255.255.255 /26-N wildcard

—  .224/30-.192/27 - 128/26 - .0/25 /30 /27 /26 /25 :|JOp—-51Ta  2:20-50-100 : VLSM

[ .0.0.0.255 - /24 - 0.0.0.31 — /27 - 0.0.0.3 — /30 .'"NdONN NX )19N' = wildcard - D'0 }




NIN'PI D'AID — 1Pv6 .3 I

shortening: 2001:0db8:0000:0000:0000:0000:0000:0001

1. drop leading zeros in each group: 2001:db8:0:0:0:0:0:1
2. longest run of zero groups -> :: (ONCE): 2001:db8::1 (2023 22)

N2 — N¥I2P 102 D'OON ;|2 — D'2'2IN D'OODN .T292 NNN DYO ::

11'N2 nn nniTmp AlD

— DINVIND NINIIN ,NNIDY 2000::/3 Global unicast
2023 IND — LINVI'N2 N ,NI'NID NINYN-NN |12 fcoo::/7 Unique local

NT RFC 1918 ( fdee::/8 )

— N2NIIN XY ,N'ONIVIN ,T292 YW'P2 fe80::/10 Link-1local

— D'2N) ffe2::2 ,091D ff@2::1 — NNIPI ff00::/8 Multicast

— INXV 2WNNN 1: Loopback

NNN N2N  NIOXRY 'NY — 2NN acL .4 I

access-list <100-199> permit|deny <tcp|udp|icmp|ip> <src> <wc> <dst> <wc> [eq <port>]

access-list <n> permit ip any any <- ALWAYS the last line
interface <toward the source>

ip access-group <n> in <- extended: close to the source, IN

2023 3n — DNS + DHCP yes, WEB no, from 192.168.20.0/24:

access-list 101 permit udp 192.168.20.0 0.0.0.255 any eq 53
access-list 101 permit udp 192.168.20.0 0.0.0.255 any eq 67
access-list 101 deny tcp 192.168.20.0 0.0.0.255 any eq 80

access-list 101 permit ip any any

2026 20 — block Telnet, allow SSH, from 10.3.3.0/24:
access-list 102 deny tcp 10.3.3.0 0.0.0.255 any eq 23
access-list 102 permit tcp 10.3.3.0 0.0.0.255 any eq 22

access-list 102 permit ip any any

= SSH - tcp 23 = Telnet - tcp 89 = HTTP - udp 67 = DHCP - udp 53 = DNS

JIPN22NpP in fI02 any any tcp 22. permit ip



JITIPIN 92 NN NTIINW NIVON 1T.DION 910N — permit ip any any '22-29ID'W A
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S2920 WP ? TP ? DNS ?T2IY NI |DTDTN' — DM (7) DIYWTAN DY9'NNN :(a1 2023) Top-Down
:(2 2026) "2'NN HTIDN .AYWI ping ) YXNNNN : Divide and Conquer .N9VNJ 922NN : Bottom-Up
.NN'NN) core - ( ACL ,2IN') Distribution - (NIINN) Access

MIN5D NDaIT I

~

nHNWN

J12WNN 92 .26/ YW wildcard -1 NDON :INI,'I0PINDI NN 0xC8 1IN'NN (TN 01 + 21 2023)

TYN NN TYY [NNON
.1000 1100 —» 1000 = 8- 1100 = 12 = C: bin — hex .1
200 = 8+64+128 :(NP'T2J) dec — bin .2
v/ 200 = 8x1+64x3 :NpP'T12.("I0PIN) 310 - 013 - 000 001 11: oct — bin .3
.255.255.255.192 — 192 = 11000000 = 4 DOPIX — 2+8+8+8 = D'TNN 26 :N20N — /26 4
.0.0.0.63 — 63 = 192-255: wildcard .5

(255 T'NN wildcard + NJ0N) v 255 = 63+192 :NAP'12 .6

255 = wildcard + ND0N :NP'T2N .0.0.0.63 - 255.255.255.192 - 310g - 1000 1100 - N2IWAN

J

NN'D2 D'PTI2 DNRY 19 729 NND — n'y'aan I

2'30PIN2 ?7IN1'20 0x3A .1

22Nwy2 1100 1010 .2

?/29 ?/27-2 D'NNN .3

?N00N ? prefix — NIYW MINWY /24 4
?/22 ?/28 HW wildcard .5

2210 — fd12:3456::1 .6

N1 1¥pPin — 0000:0000:0001:00ab:0000:0000:0db8:2001 .7
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